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3 EEEHEF [ capture, Siistop
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10 fEFilter: /G4 Antlmssp.messagetype==0x00000002fIntlmssp.messagetype==0x00000003
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pyshark
a=pyshark.FileCapture (
b=al4]
c=al[3]
;b.smb.ntlmssp auth username)
;b.smb.ntlmssp auth hostname.lower())

;b.smb.ntlmssp auth ntresponse.replace( , ))

(
(
( ,b.smb.ntlmssp auth lmresponse.replace (
(
(

;C.smb.ntlmssp ntlmserverchallenge.replace (
13 B FE Aexit () FIERIE, FHIGEA

tshark -r .pcap -Tfields -e ntlmssp.auth.username -e ntlmssp.auth.hostname
—-e ntlmssp.auth.lmresponse -e ntlmssp.auth.ntresponse -e ntlmssp.ntlmserverchallenge
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14.0 f£192.168.1. 13NN b (XPRG) HiwindowsHl, FHZCHE, FTIFEHIHIR
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14.3 FEFHME DS X—
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15.0 PRk Em AR i Anetsh firewall set opmode mode = DISABLE, % N iZ& " #iE "
15.1 ARJEIR A1 7 iy HY

15.2 HMINE AR CEIAT T ROT ik, IR

IR i Anetsh firewall set opmode mode = ENABLE, fitth N iZ g " #iE"

15.3 RJF4kS4i Anet stop SharedAccess, fiiHi N iZ & R IhE 1L
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16 WIPERIAX Antlmssp.negotiatentlm2==1, MiZEmnr3, 4, 53N K F4.0. 17RALL F I tshark)
7 B FfERATBWith Extended Session SecurityfIFik

X a2 0MA L, Eftshark

LHERIZEA Antlnssp.negotiateextendedsessionsecurity==1, 82 E/R3, 4, 5—H3NEHEIRC
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hashcat/blob/master/src/modules/module 05500.c

static transform netntlmvl key (const u8 *nthash, u8 *key)
{

(nthash ([

(nthash[0] < (nthash ([

(nthash[1] (nthash|

(nthash[2] (nthash|




(nthash|[ (nthash |
(nthash | - (nthash ([
(nthash | (nthash [
(nthash |

Python Hf

def transform netntlmvl key(nthash, key) :

nthash ¢ for 1 in nthash]

key[0] (nthash|[
(nthash|[
(nthash|[
(nthash |
(nthash [
(nthash [
(nthash|[
1

]
]
]
]
]
]
]
]
]
]
]
]
]
]

key[7]
return key

Java K FE SOURCEFORGE

Key createDESKey ( [] bytes, offset)
[] keyBytes new [71:
System.arraycopy (bytes, offset, keyBytes, )7
] material = new [ H
material = keyBytes| ;
) (keyBytes|

material = keyBytes |

(

material [ (keyBytes|[1] (keyBytes |

material | (keyBytes|[2] <« (keyBytes |
(keyBytes| (keyBytes|

material (keyBytes| (keyBytes|

(keyBytes| (keyBytes|

(

keyBytes|

(
(
(
material | (
(
(

)
)
)
)
material = )
material | = )
oddParity (material) ;

return new SecretKeySpec (material, )

[] getNTLM2SessionResponse (String password,
] challenge, [ clientNonce) Exception {
[l ntlmHash ntlmHash (password) ;
MessageDigest md5 MessageDigest.getInstance ( ) ;
md5.update (challenge) ;
md5.update (clientNonce) ;
] sessionHash = new H
System.arraycopy (md5.digest (), , sessionHash,
return lmResponse (ntlmHash, sessionHash);

ImResponse ( [] hash, [] challenge)
Exception {

] keyBytes = new [ H
System.arraycopy (hash, , keyBytes, , ) ;
Key lowKey createDESKey (keyBytes, ) ;
Key middleKey = createDESKey (keyBytes,
Key highKey = createDESKey (keyBytes, ) ;
Cipher des = Cipher.getInstance (
des.init (Cipher.ENCRYPT MODE, lowKey);

[] lowResponse des.doFinal (challenge) ;
des.init (Cipher.ENCRYPT MODE, middleKey) ;

[] middleResponse = des.doFinal (challenge);
des.init (Cipher.ENCRYPT MODE, highKey);

] highResponse = des.doFinal (challenge);




] lmResponse = new H
System.arraycopy (lowResponse, , lmResponse,
System.arraycopy (middleResponse, , lmResponse,
System.arraycopy (highResponse, , lmResponse,
return lmResponse;

}
Python HWF HHHKEHRyan Grunsten

def netntlmvl empty checker (netntlm t, password) :
hc token t = netntlm t.split( )
ImResponse = .fromhex (hc token t[3]
ntresponse .fromhex (hc_token t[4]
challenge .fromhex (hc_token t[5]
clientNonce = lmResponse[0:8]

sessionHash hashlib.md5 (challenge)
sessionHash.update (clientNonce)
sessionHash = sessionHash.digest () [:

= hashlib.new ( , password.encode (

keyBytes

lowKey = keyBytes[0:7]
middleKey keyBytes [
highKey keyBytes [

lowResponse transform netntlmvl key(lowKey,
middleResponse transform netntlmvl key(middleKey,
highResponse = transform netntlmvl key(highKey,

return new (lowResponse, MODE ECB).encrypt (sessionHash) +new (middleResponse, MODE ECB) .encrypt (sessionHash) +
new (highResponse, MODE ECB) .encrypt (sessionHash)==ntresponse

AT LME S RawHash GREUT A fE12-138 8) fllycfE

if 77[1:%,, e_
RawHash

lyc =

(netntlmvl empty checker (RawHash, lyc))




